


d. iCloud data, including but not limited to:

i. Subscriber information, including but not limited to, basic subscriber information such as names,

physical addresses, email addresses, telephone numbers, and information regarding iCloud

feature connections.

ii. Mail logs, including but not limited to, records of incoming and outgoing communications such

as times, dates, sender email addresses, and recipient email addresses.

iii. Email content, including but not limited to, iCloud email content in the customer's mailbox.

iv. Other iCloud content, including but not limited to, PhotoStream, documents, contacts,

calendars, bookmarks, and iOS device backups.

e. Find My iPhone data, including but not limited to, Find My iPhone connection logs, and Find My iPhone

transactional activity for requests to remotely lock or erase a device.

f. All records, data, and information, including but not limited to, text messages, Instant Messages,

voicemails, documents, images/photographs, videos, data documenting the device location, and the

date and time that any digital images were taken.

g. All records, data, and information, including but not limited to, credit card information, billing records,

information about the length of service and the types of services the subscriber or customer utilized,

and any other identifying information.

h. Your Affiant has probable cause that the data sought in this search warrant is being secured, kept, or

used in violation of the laws of the Commonwealth of Massachusetts, at Apple Inc., 1 Infinite Loop,

Cupertino, CA 95014, to wit: crimes of Rape, in violation of Massachusetts General Law, c. 265 § 22,

Kidnapping, in violation of Massachusetts General Law c. 265 § 26 and Secret Sexual Surveillance, in

violation of Massachusetts General Law c. 272 § 105.

i. I also seek the authority of this Court to take custody of the items contained in Section 2 (a) as described

above, and to search those items for evidence relating to the crimes of Rape, in violation of

Massachusetts General Law, c. 265 § 22, Kidnapping, in violation of Massachusetts General Law c. 265

§ 26 and Secret Sexual Surveillance, in violation of Massachusetts General Law c. 272 § 105.

2. As stated above, this search warrant is requested under the authority of M.G.L. Ch. 276 § lB. This

statute, in part, provides courts in the Commonwealth with the authority to issue search warrants to

electronic communication and remote computing service providers outside Massachusetts in accord

with applicable provisions of the Federal Stored Communications Act (18 USC § 2703). Generally,

however, the providers are not familiar with the facts of the investigation. Thus, the provider has no

reasonable means to distinguish evidence of the crimes under investigation from any other records

contained within the records of the account. Further, it would be improper to disclose the particular

facts known to the affiant, to the provider. Therefore the provider should not be in the position of

determining which records are, or are not, relevant or responsive to the demand or the investigation.

Thus, I respectfully request that this Court order that the provider produce all records and items

identified in Section 2(a) above in their entirety. Upon receipt, the items will be subject to further



review by law enforcement officers assigned to this investigation for the items detailed in Section 2(b). 

If any privileged information should be discovered during the course of the officers' search, the officers 

assigned will immediately halt their search and bring the matter to the authorizing judge's attention 

before taking further action. The authorizing judge will then be in a position to inform the assigned 

officers of their preferred protocol for further evidence review (i.e. special magistrate or taint team, 

etc.). 

3. In the event that the services of an expert to complete the examination become necessary, a special

request is made of this Court to authorize the use of civilian or law enforcement experts to complete

this examination. In any event, the use of a civilian expert or experts in the execution of this warrant

will be limited to the tasks for which the respective individual's expertise is necessary. At all times, any

work performed by a civilian expert will be supervised by a sworn law enforcement forensic examiner,

or the affiant.

4. Any and all information sought in this warrant shall be returned to Sgt. Det. Amy Erlandson-LaPointe

via email at am"i_.erlandson@e_d.boston.9.ov.

� at : Apple Inc., 1 Infinite Loop, Cupertino, CA 95014 

which is occupied by and/or in the possession of: 
Apple Inc., 1 Infinite Loop, Cupertino, CA 95014 

o on the person or in the possession of :

/

Youuz( are Dare not also authorized to conduct the search at any time during the night. 

You o are �re not also authorized to enter the premises without announcement. 

You o are �e not also commanded to search any person present who may be found to have such property in his or her 
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in whose possession it is found before the 
Suoerior Division of the Suffolk Countvl Court Department. 

DATE ISSUED .SIG ATUREOF JUSTICE. CLERK-MAG IS rR/\TE OR ASSISI /\1 TCLERK 

7/;n)20 }32 Pu X JJ'DR I CCIUT/; J
FIRST OR ADMINISTR/\TIVE JUSTICE PRI TED NA "1E OF JUSTICE. CLERK-M/\GISTRA 1 E OR ASSIS I/\ T CI.LRK 

WITNESS: Jrftt?i2.JcJtPr ,l.A.D /l1((1v'TQ--





interactions with the customer regarding a particular Apple device or service, and 

information regarding the device, warranty, and repair. 

c. iTunes information, including but not limited to, basic subscriber information such as

names, physical addresses, email addresses, telephone numbers, information regarding

iTunes purchase/download content, transactional records, and connections, update/re

download connections, and iTunes Match connections.

d. iCloud data, including but not limited to:

i. Subscriber information, including but not limited to, basic subscriber information

such as names, physical addresses, email addresses, telephone numbers, and

information regarding iCloud feature connections.

ii. Mail logs, including but not limited to, records of incoming and outgoing

communications such as times, dates, sender email addresses, and recipient email

addresses.

iii. Email content, including but not limited to, iCloud email content in the customer's

mailbox.

iv. Other iCloud content, including but not limited to, PhotoStream, documents,

contacts, calendars, bookmarks, and iOS device backups.

e. Find My iPhone data, including but not limited to, Find My iPhone connection logs, and

Find My iPhone transactional activity for requests to remotely lock or erase a device.

f. All records, data, and information, including but not limited to, text messages, Instant

Messages, voicemails, documents, images/photographs, videos, data documenting the

device location, and the date and time that any digital images were taken.

g. All records, data, and information, including but not limited to, credit card information,

billing records, information about the length of service and the types of services the

subscriber or customer utilized, and any other identifying information.

h. Your Affiant has probable cause that the data sought in this search warrant is being

secured, kept, or used in violation of the laws of the Commonwealth of Massachusetts,

at Apple Inc., 1 Infinite Loop, Cupertino, CA 95014, to wit: crimes of Rape, in violation of

Massachusetts General Law, c. 265 § 22, Kidnapping, in violation of Massachusetts

General Law c. 265 § 26 and Secret Sexual Surveillance, in violation of Massachusetts

General Law c. 272 § 105.

i. I also seek the authority of this Court to take custody of the items contained in Section 2

(a) as described above, and to search those items for evidence relating to the crimes of



Rape, in violation of Massachusetts General Law, c. 265 § 22, Kidnapping, in violation of 

Massachusetts General Law c. 265 § 26 and Secret Sexual Surveillance, in violation of 

Massachusetts General Law c. 272 § 105. 

2. As stated above, this search warrant is requested under the authority of M.G.L. Ch. 276 § lB.

This statute, in part, provides courts in the Commonwealth with the authority to issue search

warrants to electronic communication and remote computing service providers outside

Massachusetts in accord with applicable provisions of the Federal Stored Communications Act

(18 USC § 2703). Generally, however, the providers are not familiar with the facts of the

investigation. Thus, the provider has no reasonable means to distinguish evidence of the crimes

under investigation from any other records contained within the records of the account. Further,

it would be improper to disclose the particular facts known to the affiant, to the provider.

Therefore the provider should not be in the position of determining which records are, or are

not, relevant or responsive to the demand or the investigation. Thus, I respectfully request that

this Court order that the provider produce all records and items identified in Section 2(a) above

in their entirety. Upon receipt, the items will be subject to further review by law enforcement

officers assigned to this investigation for the items detailed in Section 2(b). If any privileged

information should be discovered during the course of the officers' search, the officers assigned

will immediately halt their search and bring the matter to the authorizing judge's attention

before taking further action. The authorizing judge will then be in a position to inform the

assigned officers of their preferred protocol for further evidence review (i.e. special magistrate

or taint team, etc.).

3. In the event that the services of an expert to complete the examination become necessary, a

special request is made of this Court to authorize the use of civilian or law enforcement experts

to complete this examination. In any event, the use of a civilian expert or experts in the execution

of this warrant will be limited to the tasks for which the respective individual's expertise is

necessary. At all times, any work performed by a civilian expert will be supervised by a sworn law

enforcement forensic examiner, or the affiant.

AFFIANTS KNOWLEDGE, TRAINING, EDUCATION AND EXPERIENCE: 

1. I have been employed by the Boston Police Department for the last fourteen years. I joined the

Boston Police Department in April of 2006. In March of 2020, I was promoted to the rank of

Sergeant Detective. Since September 2019 I have been assigned to the Sexual Assault Unit as a

detective supervisor. Prior to this assignment I worked at District C-11 as a patrol supervisor.

2. I spent the prior five years in the Bureau of Investigative Services as a detective where I worked

at both the Family Justice Center and the Drug Control Unit (DCU). The majority of this time was



at the Family Justice Center (FJC) where I worked in both the Sexual Assault Unit and Crimes 

Against Children Unit. Before that I was assigned as a detective to the District E-18 Drug Control 

Unit covering areas of Hyde Park and Matta pan. I was also a member of the Firearms Discharge 

Investigation Team (FDIT). 

3. In my assignment as an investigator, I have completed several training programs including but

not limited to the 40 hour Commonwealth of Massachusetts Sexual Assault Investigator course

in 2013, a 36 hour Internet Crimes Against Children Investigative Techniques Training Program

and 15 hours of BitTorrent Investigations sponsored by ICAC and the US Department of Justice,

NYPD's Special Victim's training, 18 hours of training by the Massachusetts Attorney General's

Office at the 2014, 2015, and 2016 National Cyber Crime Conference, and eight hours of training

in Cyber Crime Investigations, CIT Training, as well as trauma related trainings. I have also

received certification in Mobile Phone Seizure. Throughout my career as a Police Officer and

Detective and Sergeant, I have participated in numerous arrests, search warrants, and been the

affiant on many search warrants.

STATEMENT OF FACTS: 

1. This affidavit is submitted for the limited purpose of establishing probable cause for issuing a

search warrant. This affidavit contains only that information sufficient to establish probable

cause for the search warrant being sought and does not reflect the entirety of the information

gathered during the investigation. Accordingly, I have not included each and every fact known

to myself and other law enforcement officers involved with this investigation.

2. The victims' identities are known to this detective but will not be revealed in this affidavit

pursuant to M.G.L. c.41, § 97D and c.265§ 24C. However, they will be referred to by the initials

of those victims will be used when needed to describe facts of their specific cases.

3. On Sunday December 08, 2019 a report was filed by VR which explained that she had ordered a

ride share from the Harp Bar located at 85 Causeway Street on December 06, 2019. VR explained

that she was intoxicated and unaware of where the driver of the vehicle she had got into had

taken her. VR explained when she woke up the next morning she was in a bed with a male who

she believed was the driver that picked her up at the Harp. VR explained that she was somewhere

in Rhode Island when she awoke. VR reported to the responding officer that she was unsure if

she was raped or drugged so she had a sexual assault evidence collection kit conducted on

12/7/2019.

4. On Tuesday, December 11, 2019, Detective Sullivan and Detective Waldrip conducted an audio

recorded interview with the victim VR, during which time she reported that on the evening of





9. The two parties then got into the vehicle with VR sitting in the front passenger's seat of the

vehicle. The male operator drove the vehicle to a Dunkin Donuts located at 20 Ann and Hope

Way, Cumberland Rhode Island. VR stated that the drive to get to the Dunkin Donuts took less

than ten minutes. VR was able to tell detectives that they went through the drive-thru where the

driver of the car ordered a breakfast sandwich and she got a cup of water. After leaving the

Dunkin Donuts the driver of the vehicle drove to CVS located at 311 Broad Street, Cumberland

Rhode Island. The driver of the vehicle explained to VR that he had to go to work and would drop

her off at the CVS so she did not have to wait in the cold to order an Uber.

10. Once at the CVS, the driver of the vehicle left the area and VR ordered an Uber to her residence

in Boston, MA. During the interview with detectives Detective Sullivan asked VR when she woke

up in the morning and looked at the man she was in bed and drove with to Dunkin Donuts and

CVS if that was the same man as the Uber ride, she ordered. VR was unsure if it was the same

person and stated "It matches the description. I wasn't overly looking at him but the majority of

the features check out." Detective Sullivan asked VR why she called the person "Stephen." VR

explained that she got the name from the Uber app but never addressed him by name.

11. VR, during her interview, stated the last sexual intercourse she had happened on 10/31/2019.

Boston Police Detectives did collect a Sexual Assault Evidence Collection Kit 55819 from MGH on

12/10/19 and delivered this to the Boston Police Crime Lab for review. Boston Police Crime Lab

Serology forwarded their findings to the Boston Police Forensic Unit, DNA Section for further

analysis. VR also disclosed that, while getting a Sexual Assault Evidence Collection Kit done,

medical personnel observed a cut her breast, a cut that was very irritated on the nipple that was

not there before the incident. This was corroborated by medical records.

12. Detectives reviewed camera footage from the area of the Harp which showed a large dark

colored SUV parked in front of the area of the Harp. The video appears to show that there is some

interaction between the driver of the SUV and VR before she gets into the car. On video, an

individual believed to be VR can be seen walking up to the vehicle, opening the door and getting

into the vehicle. The vehicle is then observed on multiple cameras throughout the Boston Police

network traveling on Causeway Street, across North Washington Street, and onto Commercial

Street.

13. Detectives also recovered video from the 7-Eleven located at 91-99 Causeway Street that showed

a black colored Chevrolet Suburban with a silver trailer hitch attached to it. Detectives also

believed the vehicle to be around a 2013 or 2014 model due to the style of the headlight, grill,

and bumper that was on the vehicle. The vehicle also had what appeared to be an object on the

front dashboard of the vehicle in front of the steering wheel which appeared from the video to

be a notebook or paper-like item.







26. Campbell has also been linked through DNA to three other rapes that were linked in the

Combined DNA Index System (CODIS): two of which were committed in the City of Boston, in

2016 and 2017, respectively, and another committed in the City of Medford, Massachusetts in

2018.

27. In a 2018 Medford incident, the female victim reported she became heavily intoxicated at the

Howl at the Moon Saloon in the City of Boston and got into a black colored SUV which takes her

to Medford. During the trip the driver kissed the victim against her will and without her

permission and touched her "pubic area". The female returned home without her underwear and

believed she may have been sexually assaulted. DNA from that incident was entered into CODIS

where a match was located in the database which revealed that the DNA was from Alvin

Campbell.

28. In an incident that occurred in Boston on 2/9/17, the victim reported that she met the suspect at

the Harp Bar near the TD Garden in the City of Boston and exchanged phone numbers with

him. Later that same night the victim ordered a vehicle through the Uber application on her cell

phone but the ride never materialized, so the suspect drove the victim home, where he sexually

assaulted her and attempted to sexually assault her roommate. Again in that case, DNA evidence

was collected and entered into CODIS which resulted in a positive match to Alvin Campbell.

29. In an incident that occurred in Boston on July 30, 2016, the victim and a group of her friends were

at a downtown bar when they ordered a ride using the Uber application. The suspect picked up

and drove them back to their hotel. The victim, however, separated from the group after an

argument erupted and the suspect offered to drive her around so she could collect herself. When

the victim asked to be taken back to her hotel the suspect refused to do so and took her instead

to his apartment in the Dorchester section of the City of Boston where he sexually assaulted her.

DNA collected in that incident also matched Alvin Campbell in CODIS.

30. On February 15, 2019, Campbell got into an altercation with a female known to the

Commonwealth outside of a nightclub known as "Tunnel." The following is directly from the

police report number 1192011931 which documented the incident. "[The victim] stated that as

she exited the night club "Tunnel", Campbell approached her and asked her for her number. [The

victim] stated she politely declined but Campbell would not take no for an answer. Campbell

then began yelling at her and shouting profanities. [The victim] further stated that she believed

Campbell threw money at her then grabbed her friend [a witness known to the Commonwealth]

by the hair, picked her up and slammed her to the ground. [The victim] then attempted to

intervene and Campbell then picked her up and also slammed her onto the ground. [The victim]

then stood up and Campbell grabbed her right hand and proceeded to twist her hand. [The

victim] sustained broken nails and pain in her ring and pinky fingers. [The witness known to the

Commonwealth] sustained a bump on the back of her head. [The victim and witness] refused







granted a second warrant for Campbell's iPhone (issued on 3/12/20 by Judge Tochka for the 

period January 1, 2016- January 8, 2020). 

44. During a review of data from the second search warrant, detectives discovered video and
photographic evidence of Campbell committing multiple sexual assaults on intoxicated females.
Specifically, video and/or photographic evidence of approximately eight assaults, occurring from
February 2017 to December 2019 were located on this cell phone.

45. The crimes documented by Campbell include Rape, Indecent Assault and Battery, and a variety
of instances where Campbell secretly video and audio records these victim's in various states of
undress without their knowledge or consent.

46. Based on these videos and photographs, Boston Police Detectives had identified and interviewed
eight additional women who were assaulted by Campbell on various dates. Of the eight women
interviewed, all but one has agreed to cooperate in further police investigations.

47. Videos of the 2017 rape in Boston and the 2018 rape in Medford were also recovered from
Campbell's phone.
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� ' 'BACKGROUND REGARDING APPLE ID AND ICLOUD: 

1. Apple is a United States company that produces the iPhone, iPad, iPod Touch and Apple Watch,
all of which use the iOS operating system, and desktop and laptop computers based on the Mac
OS operating system. Apple provides a variety of services that can be accessed from Apple
devices or, in some cases, other devices via web browsers or mobile and desktop applications
("apps"). As described in further detail below, the services include email, instant messaging, and
file storage. Apple provides email service to its users through email addresses at the domain
names mac.com, me.com, and icloud.com. iMessage and FaceTime allow users of Apple devices
to communicate in real-time. iMessage enables users of Apple devices to exchange instant
messages ("iMessages") containing texts, photos, videos, locations, and contacts, while Face Time
enables those users to conduct video calls.

2. iCloud is a file hosting, storage, and sharing service provided by Apple. iCloud can be utilized
through numerous iCloud-connected services, and can also be used to store iOS device backups
and data associated with third-party apps. iCloud-connected services allow users to create, store,
access, share, and synchronize data on Apple devices or via icloud.com on any Internet
connected device. For example, iCloud Mail enables a user to access Apple-provided email
accounts on multiple Apple devices and on icloud.com. iCloud Photo Library and My Photo
Stream can be used to store and manage images and videos taken from Apple devices, and iCloud
Photo Sharing allows the user to share those images and videos with other Apple subscribers.
iCloud Drive can be used to store presentations, spreadsheets, and other documents. iCloud



Tabs enables iCloud to be used to synchronize web pages opened in the Safari web browsers on 

all of the user's Apple devices. iWorks Apps, a suite of productivity apps (Pages, Numbers, and 

Keynote), enables iCloud to be used to create, store, and share documents, spreadsheets, and 

presentations. iCloud Keychain enables a user to keep website username and passwords, credit 

card information, and Wi-Fi network information synchronized across multiple Apple devices. 

3. Location Services allows apps and websites to use information from cellular, Wi-Fi, Global

Positioning System ("GPS") networks, and Bluetooth, to determine a user's approximate location.

App Store and iTunes Store are used to purchase and download digital content. iOS apps can be

purchased and downloaded through the App Store on iOS devices, or through iTunes Store on

desktop and laptop computers running either Microsoft Windows or Mac OS. Additional digital

content, including music, movies, and television shows, can be purchased through iTunes Store

on iOS devices and on desktop and laptop computers running either Microsoft Windows or Mac

OS.

4. Apple services are accessed through the use of an "Apple ID," an account created during the

setup of an Apple device or through the iTunes or iCloud services. A single Apple ID can be linked

to multiple Apple services and devices, serving as a central authentication and syncing

mechanism. An Apple ID takes the form of the full email address submitted by the user to create

the account; it can later be changed. Users can submit an Apple-provided email address (often

ending in @icloud.com, @me.com, or @mac.com) or an email address associated with a third

party email provider (such as Gmail, Yahoo, or Hotmail). The Apple ID can be used to access most

Apple services (including iCloud, iMessage, and FaceTime) only after the user accesses and

responds to a "verification email" sent by Apple to that "primary" email address. Additional email

addresses ("alternate," "rescue," and "notification" email addresses) can also be associated with

an Apple ID by the user.

5. Apple captures information associated with the creation and use of an Apple ID. During the

creation of an Apple ID, the user must provide basic personal information including the user's full

name, physical address, and telephone numbers. The user may also provide means of payment

for products offered by Apple. The subscriber information and password associated with an

Apple ID can be changed by the user through the "My Apple ID" and "iForgot" pages on Apple's

website. In addition, Apple captures the date on which the account was created, the length of

service, records of log-in times and durations, the types of service utilized, the status of the

account (including whether the account is inactive or closed}, the methods used to connect to

and utilize the account, the Internet Protocol address ("IP address") used to register and access

the account, and other log files that reflect usage of the account.



6. Additional information is captured by Apple in connection with the use of an Apple ID to access

certain services. For example, Apple maintains connection logs with IP addresses that reflect a

user's sign-on activity for Apple services such as iTunes Store and App Store, iCloud, Game Center,

and the My Apple ID and iForgot pages on Apple's website. Apple also maintains records

reflecting a user's app purchases from App Store and iTunes Store, "call invitation logs" for

FaceTime calls, and "mail logs" for activity over an Apple-provided email account. Records

relating to the use of the Find My iPhone service, including connection logs and requests to

remotely lock or erase a device, are also maintained by Apple.

7. Apple also maintains information about the devices associated with an Apple ID. When a user

activates or upgrades an iOS device, Apple captures and retains the user's IP address and

identifiers such as the Integrated Circuit Card ID number ("ICCID"), which is the serial number of

the device's SIM card. Similarly, the telephone number of a user's iPhone is linked to an Apple

ID when the user signs in to FaceTime or iMessage. Apple also may maintain records of other

device identifiers, including the Media Access Control address ("MAC address"), the unique

device identifier ("UDID"), and the serial number. In addition, information about a user's

computer is captured when iTunes is used on that computer to play content associated with an

Apple ID, and information about a user's web browser may be captured when used to access

services through icloud.com and apple.com. Apple also retains records related to

communications between users and Apple customer service, including communications

regarding a particular Apple device or service, and the repair history for a device.

8. Apple provides users with five gigabytes of free electronic space on iCloud, and users can

purchase additional storage space. That storage space, located on servers controlled by Apple,

may contain data associated with the use of iCloud-connected services, including: email (iCloud

Mail); images and videos (iCloud Photo Library, My Photo Stream, and iCloud Photo Sharing);

documents, spreadsheets, presentations, and other files (iWorks and iCloud Drive); and web

browser settings and Wi-Fi network information (iCloud Tabs and iCloud Keychain). iCloud can

also be used to store iOS device backups, which can contain a user's photos and videos,

iMessages, Short Message Service ("SMS") and Multimedia Messaging Service ("MMS")

messages, voicemail messages, call history, contacts, calendar events, reminders, notes, app data

and settings, and other data. Records and data associated with third-party apps may also be

stored on iCloud; for example, the iOS app for WhatsApp, an instant messaging service, can be

configured to regularly back up a user's instant messages on iCloud.

9. Other information connected to an Apple ID may lead to the discovery of additional evidence.

For example, the identification of apps downloaded from App Store and iTunes Store, such as

apps for financial institutions, apps for money transfers, and apps for text messaging, may reveal



services used in furtherance of the crimes under investigation or services used to communicate 

with co-conspirators. In addition, emails, instant messages, Internet activity, documents, 

contacts, and calendar information can lead to the identification of co-conspirators and 

instrumentalities of the crimes under investigation. Therefore, Apple's servers are likely to 

contain stored electronic communications and information concerning subscribers and their use 

of Apple's services. In my training and experience, such information may constitute evidence of 

the crimes under investigation including information that can be used to identify the account's 

users. 

CONCLUSION: 

1. Based on the above mentioned facts, there is probable cause to believe that the crime of Rape, in

violation of MGL c.265:s.22b, and Kidnapping a violation of MGL c. 265: s.26, and Secret Sexual

Surveillance, in violation of Massachusetts General Law c. 272 § 105, occurred on the evening of

12/6/2019 into the early morning hours of 12/7/2019.

2. Campbell has been linked by DNA to three additional sexual assaults from July 31, 2016, to as

recently as December 2018.

3. Alvin Campbell has displayed a pattern of sexual predatory behavior where he targets women

coming out of licensed premises establishments who appear to be intoxicated.

4. In the most recent assault known to law enforcement that occurred on 12/6/2019 into the early

morning hours of 12/7/2019 Campbell memorialized his crime by videotaping it, taking

photographs of the victim's personal information and held those digital documents in his

possession up until the time of arrest one month after the aggravated rape.

5. After forensic review of Campbell's cell phone, eight more victims of sexual assault and other

crimes have been identified by Boston Police Detectives.

6. Campbell is shown to have a habit of memorializing these assaults by taking secret video

recordings and photographs of these women, as well as pictures of prescription bottles, medical

records, and other items containing, including the contact information of some of these women.

7. Campbell has shown a habit of later making contact with these victims via text messages.

8. It is also likely that detectives may become aware of more potential victims of Campbell that had

encountered him.



9. Investigators are aware that electronic device utilization is one of the most common activities

today. Behavioral characteristics often become routine. A person's preferences, hobbies, desires,

and other behavioral characteristics can often be determined by examining digital evidence,

similar to identifying what types of magazines a person chooses to read.

10. Based on my training and experience we know that electronic devices such as cellular phones are

capable of being used for a number of multimedia purposes, to include, but not be limited to, the

ability to send and receive phone calls, text messages, photographs, short videos, as well as other

electronic data and voice communication. We also know that cellular phones contain internal

memory, which can store records of received, dialed, and missed calls on that particular phone,

as well as records regarding text messages. Cellular phone memory also stores downloaded

ringtones, data downloaded from the internet, pictures, text messages, phone books, date books,

address books call logs, subscriber information, and other data.

11. Based on training and experience I know that modern mobile devices, such as an iPhone, are

capable of storing an abundance of data. Additionally, most modern mobile devices are capable

of taking pictures and videos, communicating with others including suspects, victims and co

conspirators, surfing and searching the Internet.

12. Your Affiant knows that modern mobile devices, such as an iPhone or iPads, have the ability to be

used for sending and receiving messages. Your Affiant knows from her training and experience

that individuals who communicate using a modern mobile device often do not clean out their

message folders including but not limited to the sent and received messages.

13. Your Affiant knows from experience that iCloud is Apple's cloud service that allows customers to

access music, photos, applications, contacts, calendars, and documents from their iOS devices and

Mac or Windows personal computers. It also enables customers to back up their iOS devices to

iCloud, which as a result, information and data from the customer's iOS device is stored by Apple

off the device. With the iCloud service, customers can get an iCloud.com email account or utilize

their own email account.

14. Your Affiant knows from experience that depending on one's settings, iCloud will sync and store

information to the cloud numerous times throughout the day almost in real time, when the device

is connected to Wi-Fi. It is possible that a photograph or other items may be synced up to the

iCloud and then later deleted off the iOS device, but remain on the iCloud.

15. Your Affiant knows that a person's iCloud may contain information and data from prior iOS back

ups, which is no longer contained on the actual mobile device. Therefore extracting this

information from Campbell's iCloud may be the only avenue to retrieve this information.






